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St. Joseph’s Primary School Mission Statement

Surround ourselves with a happy, secure learning environment for all

Join together the home, school and the wider community

Promote academic and cultural excellence amongst our pupils

Support and provide for every individuality

Aims of St. Joseph’s Primary School

e The philosophy of the school is soundly based on Christ, Christian
teaching and Christian attitudes.

e We strive to follow the ways of Christ nurturing in our pupils a set of
Christian values.

e Ideally this means genuine love and respect for the individual pupil,
based on an awareness of his/her unique personality and ability.

e It means also on the part of the teaching staff, commitment and
dedication to the education and welfare of the pupils.

These broad aims of the school are developed with the support of an
enthusiastic and committed staff who value the potential within every child,
and are highly motivated to help each child achieve their potential.



1.0 Introduction
This policy has been created in line with:

e DENI Circular 2016/27 “Online Safety”
e DENI Circular 2016/26 “Effective Educational Uses of Mobile Digital Devices”
e DENI “Safeguarding and Child Protection in Schools: A Guide for Schools” (May 2017)

The policy is integrated into our Pastoral Care and Positive Behaviour Policy under the umbrella of St. Joseph’s
Primary School Safeguarding and Child Protection Policy. It incorporates agreements on the acceptable use of (i)
the internet and school-based digital technology and (ii) personal mobile technology.
This policy applies to all members of St. Joseph’s Primary School: pupils, teachers, peripatetic staff, volunteers,
parents or carers and visitors who have access to and are users of our school ICT systems, both in and out of the
school.
2.0 Definition of Online Safety
“Online safety means acting and staying safe when using digital technologies. It is wider than simply internet
technology and includes electronic communication via text messages, social environments and apps, and using
games consoles through any digital device. In all cases, in schools and elsewhere, it is a paramount concern.”
DENI Safeguarding and Child Protection in Schools: A guide for Schools (May 2017)
“Online safety is about using digital devices in a smart but safe way. It means educating children and young
people to act responsibly and keep themselves safe in the digital world.”
C2K Support Materials on Fronter (May 2017)
2.1 Four categories of risks have been identified (Safeguarding Board NI 2014)

e Content risks: the child or young person is exposed to harmful material.

¢ Contact risks: the child or young person participates in adult initiated/child initiated online activity.

e Conduct risks: the child or young person is a perpetrator or victim in peer-to-peer exchange.

¢ Commercial risks: the child or young person is exposed to inappropriate commercial advertising,
marketing schemes or hidden costs.



3.0 Whole School Approach
St. Joseph’s Primary School adopts a consistent whole school approach to online safety. In St. Joseph’s Primary

School:

Safeguarding including Online Safety is a key priority of all teaching and non-teaching staff, SMT,
volunteers, visitors and the Board of Governors.

All teaching and non-teaching staff can recognise and are aware of online safety issues.

Online training of teaching and non-teaching staff is appropriate and organised.

Online safety messages are integrated across the curriculum for pupils in all Key Stages.

Online safety messages are distributed amongst pupils, staff, parents or carers and the wider community.
Knowledge is shared amongst staff and there are good capacity building opportunities.

There is on-going monitoring and evaluation of policy and practice.

3.1 Education of Staff

All teaching and non-teaching staff of St. Joseph’s Primary School are familiar with our Online Safety
Policy. Staff are trained to recognise and to be aware of online safety risks. Staff training on online safety
risks forms part of St. Joseph’s Primary School Child Protection Training during the Baker Days in
August and other relevant times as need arises. Online safety training is led by the ICT Co-ordinator
because they has a higher level of expertise regarding online safety.

Staff have read, understood and signed the St. Joseph’s Primary School Staff Acceptable Use Policy for
C2k Managed Portable Devices (Appendix 4: EN094).

Staff report any online safety incident to the ICT Coordinator (See Procedures for Reporting and Dealing
with Incidents Surrounding Breaches in the School’s Online Safety Guidelines Ref. 3.6)

Importantly, if it is a safeguarding or child protection issue this will be reported to the Designated
Teacher or the Deputy Designated Teacher. This is in line with St. Joseph’s Primary School Safeguarding
and Child Protection Policy.

Circulars relating to online safety e.g. DENI Circular 2016/17 ‘Online Safety’, Circular 2016/26 Effective
Educational Uses of Mobile Digital Devices, are emailed to all staff and they are saved for reference in the
public folder.

Staff share good practice in relation to online safety. In St. Joseph’s Primary School, we recognise that
some members of staff are more confident and competent users of digital technology and they are
encouraged to share their good practice e.g. sharing of websites which promote online safety.

Staff are aware that all digital communications with pupils and parents or carers should be on a
professional level and only carried out using official school systems e.g. use of School Website, Fronter,
Twitter and See Saw app.

Internet use should be planned, task orientated and educational within a regulated and managed
environment. It is best practice that pupils should be guided to sites checked as suitable for their use.

Supervision is a key strategy. Pupils should have an adult present when accessing the internet and
computers need to be positioned for adults to see the content on the screen.



Where pupils are allowed to freely search the internet, staff should be vigilant in monitoring the content
of the websites the pupils visit.

Staff discuss with pupils the rules for responsible internet use as pupils need to be taught how to be
internet wise and learn how to recognise and avoid potential risks. Staff recognise that pupils need to
know how to respond to inappropriate material.

Staff should act as good role models while using digital technologies, the internet and mobile devices.

3.2 Education of Pupils

Whilst regulation and technical solutions are very important, their use must be balanced by educating
our pupils to take a responsible approach. The education of pupils in online safety is therefore an
essential part of St. Joseph’s Primary School online safety provision. Pupils need the help and support of
the school to recognise and avoid online safety risks and help build their resilience.

St. Joseph’s Primary School pupils are helped to understand and follow St. Joseph’s Primary School
Online Safety Policy. They and their parents or carers annually sign our Pupil Acceptable Use of the
Internet and School-Based Digital Technology including Mobile Digital Devices. (Appendices 2a, 2b and
2¢)

This Online Safety Policy covers pupil actions out of school if connected to members of our school
community. St. Joseph’s Primary School pupils are taught the importance of adopting good online safety
practice when using digital technologies out of school.

Pupils are encouraged to adopt safe and responsible use of digital technology both in and outside school.
All pupils are familiar with our Anti Bullying Policy which includes reference to online bullying.

We adopt a preventative approach to online safety. We actively promote online safety messages for pupils
on how to stay safe, how to protect themselves online and how to take responsibility for their own and
others’ safety. Childnet International SMART Posters (www.kidsmart.org.uk) are displayed around the
school to help reinforce safety messages for pupils. Materials from outside agencies are also distributed
to pupils for use in school or at home with their parents.

Online safety lessons are integrated by staff across the curriculum for pupils in Foundation Stage, Key
Stage One and Key Stage Two. Standalone online safety lessons are incorporated into PDMU lessons,
Safer Internet Day activities and school assemblies. Further learning opportunities are incorporated into
ICT lessons in the ICT Suite e.g. podcasts, where the online safety messages are created by the learners
themselves. We enter competitions organised by agencies such as EA/C2k.

There are links to online safety websites in the Learning Zone section of our School Website that pupils
access both in school and at home with their parents or carers.

Outside agencies e.g. NSPCC and the PSNI are used to reinforce the online safety messages from Years 1 -
7.

St. Joseph’s Primary School pupils understand the importance of reporting abuse, misuse or access to
inappropriate materials and know the procedures to follow. They are reminded of these during school
assemblies.

St. Joseph’s Primary School pupils are taught how to conduct online research safely and effectively and
they understand the need to respect copyright when using material accessed on the internet.

It is accepted that from time to time our pupils may need to conduct online research that would normally result
in internet searches/pages being blocked e.g. when studying the negative effects of drugs e.g. smoking and



alcohol for PDMU. In such a situation, staff can request that the ICT co-ordinator can temporarily remove these
sites from the filtered list for the period of study.

3.3 Education of Parents or carers and Wider Community

St. Joseph’s parents or carers play a crucial role in ensuring that their children understand the need to use the
internet and digital devices safely and in an appropriate way.

St. Joseph’s Primary School parents or carers are helped to understand and follow St. Joseph’s Primary School
Online Safety Policy. They and their children annually sign our Pupil Acceptable Use of the Internet and School-
Based Digital Technology including Mobile Digital Devices (See Appendices 2a, 2b and 2c).

Parents or carers sign our Consent Form for Digital Images that allows their child’s images to be used. This is
completed on an annual basis.:
e  Within the school for display purposes
Externally for displays associated with the school
By local, national, television and press
On St. Joseph’s Primary School website,
On the St. Joseph’s Primary School Twitter account.
SEESAW

Parents have the choice to opt in or out of any of the above. Should a parent change their mind regarding
permission for their child’s image to be used, they are asked to put this in writing and inform the School Office
so that records can be amended.

St. Joseph’s Primary School take every opportunity to help parents or carers understand online safety issues
through parents’ curriculum evenings, NSPCC workshops, curriculum newsletters, assemblies, termly
newsletters, School Website, Fronter and information regarding national or local online safety campaigns and
literature.

We advise St. Joseph’s Primary School parents or carers to take the following action when taking digital images
of pupils in and around the school:

e Digital and video images may be taken at school events providing these are not uploaded to social media
e.g. Facebook, Twitter, WhatsApp, Instagram, Snapchat

However:
e Taking digital and video images during swimming lessons and galas is not permitted.
e Taking digital and video images during Sacramental Celebration Events in St. Patrick’s Church is not
permitted. (This is in line with St. Patrick’s Parish Safeguarding and Child Protection Policy.)

We believe that parents and carers have an essential role in the education of their children and in the monitoring
of their on-line behaviours. Parents and carers may underestimate how often children and young people come
across potentially harmful and inappropriate material on the internet and may be unsure how to respond. The
school will therefore help provide information and awareness to parents or carers through:



e The Internet and School Based Digital Technology Policy Agreement
e Personal Mobile Technology Form
e Monthly Newssheets which are sent home and are uploaded to the parent’s section of the school website

Friday Notes

Fronter and School Website Learning Zones;
St. Joseph’s Primary School Twitter Account (@stjosephlisburn)
Year group newsletters
Curriculum Meetings in September
Workshops from outside agencies e.g. NSPCC
High profile campaigns e.g. Safer Internet Day (Term 2 each year)
Seesaw
Directing parents to the following websites:
= www.swgfl.org.uk
»  www.saferinternet.org.uk,
» http://childnet.com/parents-and-carers
* https://www.thinkuknow.co.uk/

3.4 Monitoring and Evaluating

As part of our Safeguarding Policy, St. Joseph’s Primary School keeps an Online Safety Risk Register where
breaches of online safety are recorded. (This is kept by the Designated Teacher together with the Safeguarding
and Child Protection records in a locked filing cabinet.)

The Online Safety Policy is reviewed annually or earlier if deemed appropriate. This could be as a result of recent
online incidents or new circulars from the DENI or the EA that require a change in St. Joseph’s Primary School
Online Safety Policy.

This review is led by the ICT Coordinator in their role as Online Safety Coordinator, who liaises with the
Designated Teacher for Safeguarding and Child Protection. If changes are to be made, staff are consulted.

3.6 Procedures for Reporting and Dealing with Incidents Surrounding Breaches in the School’s
Online Safety Guidelines (See flow chart adapted from South West Grid for Learning (SWGfL) Online
Safety)

St. Joseph’s Primary School, in line with our Safeguarding and Child Protection Policy, has robust channels of
communication in place for reporting online safety issues. Pupils and staff know who they can turn to if there is a
problem. Instances relating to Safeguarding and Child Protection should be communicated to the designated
teacher or Deputy Designated Teacher. More advice is available if required in the Safer Internet Area within
Fronter, a component part of the C2k NI service. This area is updated regularly.

In cases of Internet abuse, or where a pupil is at risk, our safeguarding and child protection procedures will be
implemented.



e The school will deal with such incidents in line with the recommendations of SWG{L which is outlined
below. The school will, if necessary; inform parents or carers of incidents of inappropriate Online Safety
behaviour that takes place in our school, or outside school if it involves members of our school
community.

e Ifthere is an online safety incident, the action taken depends on whether unsuitable materials were
involved or if there were illegal materials or activities found or suspected.

In the first instance if unsuitable material is found:

e This is reported to the Online Safety Co-ordinator (ICT Coordinator)

e The Online Safety Co-ordinator assesses the material and discusses it with the
persons involved (staff or pupils) and decides upon an appropriate course of
action.

e The Online Safety Co-ordinator will record details in the Online Safety Risk
Register and may if necessary consult with the DT or DDT. If appropriate the DT
or DDT will consult with the Safeguarding and Child Protection Team at the
Education Authority.

e The Online Safety Co-ordinator liaises with SMT to discuss the incident.

¢ Following this assessment, the policy may be reviewed and changed if lessons have
been learned.

In the second instance, if illegal materials or activities are found or suspected, which pose no
immediate risk to pupils; the above procedures will be followed and it will be reported to CEOP
(Child Exploitation and Online Protection.)

e The evidence must be secured and preserved.
e The school then awaits a response from CEOP or from the police.
¢ If noillegal activity or material is confirmed, we revert to our internal procedures.

If the incident is more serious:
e Ifillegal activity or materials are confirmed, police or relevant authorities complete their investigation
and seek advice from relevant professional bodies.

e Inthe case of a member of staff or volunteer, it is likely that a suspension will take place prior to internal
procedures at the conclusion of the police action.

If illegal material or activities are found, or are suspected, that pose immediate risk:
e The member of staff or the Online Safety Coordinator reports this to CEOP and to the Designated

Teacher or the Deputy Designated Teacher who follow St. Joseph’s Primary School Safeguarding and
Child Protection Procedures.

e The evidence must be secured and preserved.

e The school then awaits a response from CEOP or from the police.

o [Ifillegal activity or materials are confirmed, police or relevant authorities complete their investigation
and seek advice from relevant professional bodies.

e Inthe case of a member of staff or volunteer, it is likely that a suspension will take place prior to internal
procedures being implemented whilst there is on-going police action.



St. Joseph’s Primary School
Procedures for Reporting and Dealing with Incidents Surrounding Breaches in the School’s
Online Safety Guidelines
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4.0 Roles and Responsibilities
The following section outlines the online safety roles and responsibilities of individuals and
groups within St. Joseph’s Primary School.

4.1 The Board of Governors
The Board of Governors are responsible for the adoption of the Online Safety Policy and for
reviewing the effectiveness of the policy. The Link Governor for ICT will also be the Online
Safety Governor. Her responsibilities will include:
e Attending meetings with the ICT Coordinator whose role also includes that of Online
Safety Co-ordinator
¢ Discussing Online Safety incident logs where necessary
e Reporting back if necessary to relevant Governors e.g. if it’s a Safeguarding and Child
Protection issue to the link governor for Safeguarding and Child Protection

4.2 The Principal

The Principal has a duty of care for ensuring the safety (including online safety of members
of the school community) though the day to day responsibility for online safety will be
delegated to the ICT Co-ordinator. The Principal has also the responsibility for managing
emails e.g. if emails are quarantined for a particular reason then she liaises with C2k to have
them released.

The Principal and Senior Management Team are responsible for ensuring that the ICT
Coordinator, and other relevant staff, receive appropriate training to enable them to carry
out their online safety roles and train their colleagues, as relevant.

4.3 The Online Safety Co-ordinator (ICT Coordinator)

e Takes day to day responsibility for online safety issues and has a leading role in
establishing and reviewing the school online safety policies with the Designated
Teacher for Safeguarding and Child Protection

o Ensures that all staff are aware of procedures that need to be followed in the event of
an online safety incident taking place.

e Provides training and advice for staff regularly including during safeguarding and
child protection staff training days
Liaises with Education Authority (EA)

e Liaises with C2K technical staff and iteach
Receives reports of online safety incidents and completes a log of incidents in the
Online Safety Risk Register which can be used to inform future online safety
developments

e Attends relevant meetings e.g. cluster meetings, C2k, Fronter, iTeach Conferences
Reports regularly to Senior Management Team

e Maps and reviews our Online Safety curricular provision — ensuring relevance,
breadth and progression.

e Monitors the impact of Online Safety education in our school and if necessary to fill
any gaps.

¢ Raises and manages new initiatives including annual initiatives such Safer Internet
Day

e Produces, monitors and reviews St. Joseph’s Primary School Online Safety Policy on
an annual basis and when is needed



e Monitors network incident logs

e Monitors incidents and establishes the best way of dealing with them

¢ Engages our school community, including parents or carers and the pupils about the
online safety provision — working together to benefit all

e Monitors and reviews St. Joseph’s Primary School filtering policy and approves
requests for filtering changes

4.4 Service Providers, Technical — infrastructure / equipment, filtering and
monitoring

St Joseph’s Primary School has a managed ICT service provided by C2k. It is our
responsibility to ensure that the service provider (C2Kk) carries out all the online safety
measures that would otherwise be the responsibility of the school.

C2k regularly monitor our network for any misuse or attempted misuse which can then be
reported to the Principal or Online Safety Co-ordinator. C2k ensures that the school meets
recommended technical requirements. They regularly review and audit the safety and
security of our school system. Servers, wireless systems and cabling is securely located and
physical access is restricted. All users have clearly defined access rights to school technical
systems and devices (See Register of Access List). All users are provided with a username
and secure password by the Network Manager (ICT Coordinator) who keeps an up to date
record of users and their usernames. Staff and pupils are responsible for the security of their
username and password and will be required to change their password every 3 months. The
‘C2k Manager’ password for our school network used by the Network Manager is available to
the Principal.

The managed service provider (C2Kk) is aware of:
e DENI Circular 2016/27 “Online Safety”
DENI Circular 2016/26 “Effective Educational Uses of Mobile Digital Devices”

A second wifi system, 'Classnet', provided by iTeach also exists in St. Joseph’s Primary
School. It is a filtered, safe and secure wifi system which complies with all statutory
guidelines. It is built around the Cyren filter system, ensuring online protection and
flexibility when necessary. iTeach regularly provide guidance, technical support and updated
relevant risk assessment documents to St. Joseph’s Primary School.



Effective Educational Use of Mobile Digital Devices
(Including laptops, tablets, smart phones, iPods, memory sticks, gaming
consoles)

5.0 Introduction to mobile digital devices

Mobile digital devices in school provide both educational opportunities for learners and
teachers as well as management challenges which are different than those afforded by
desktop computers.

5.1 Rationale

St. Joseph’s Primary School are currently operating a small-scale iPad ‘Roll Out’ beginning
with 6 ipads per class along with 1 teacher ipad. There will be continued investment in
associated professional development for staff which is required to share best practice, to
evaluate the benefits and long-term success.

5.2 Guidelines for Pupils and Staff on the use of Mobile Digital Devices

5.21 Pupils

St. Joseph’s Primary School recognises that whilst mobile digital devices can benefit learning
and teaching inside and beyond the classroom there is a risk of distraction from school work
and a risk to online safety. In order that the safety of all pupils is protected, personal mobile
phones, cameras, iPods and game consoles are not permitted to be used by pupils on the
school premises. Should parents feel that their child requires a mobile phone to ensure their
safety while travelling to and from school, they must apply in writing to the Principal. If
permission is granted, the mobile device will be handed in to the Principal’s Office at the
beginning of the school day where it will be secured until the end of the school day.

5.22 Staff

During teaching time, playground supervision and meetings, mobile phones will be switched
off or on silent mode. Except in urgent or exceptional circumstances mobile phone use is not
permitted during teaching time, playground supervision or at a meeting. However, we
recognise that some non-class based teachers may need to be contacted using mobile phones
and in these cases phones will be switched on.

6.0 Enhancing and Transforming Learning and Teaching
The following four categories are ways in which mobile digital devices may be integrated
significantly to enhance and transform aspects of learning to real advantage:
e Capturing and collecting information and experiences across a variety of settings,
through photos, audio and video recordings, numerical and text entry.
¢ Communicating and collaborating with others via Fronter, Seesaw App and email.
¢ Consuming and critiquing media including music, photos, videos, games and text
documents.
¢ Constructing and creating personal forms of representation and expression through
edited photos and videos, sketches, podcasts, blogs etc.



In St. Joseph’s Primary School we have some specific learning activities which mobile
learning can valuably enable. Pupils can:

¢ Review and reflect: pupils capture audio, imagery and video during lessons, use
these in plenary sessions e.g.in structured play to reflect on an activity, consider the
key elements learned, how these fit into wider subject or topic pictures and how ideas
might be used or taken further outside the classroom.

¢ Think forward: pupils access future topic material via the Internet and capture
relevant thoughts or ideas (research) to contribute to discussions or presentations in
class or through on-line discussions.

¢ Listen to my explanations: pupils record audio when they are completing class
work and these verbal explanations are listened to by teachers and peers.

¢ Snap and show: pupils capture imagery, which can be copied to our network and
accessed through a computer or interactive whiteboard screen, for wider pupil
discussion.

e This is what I’ve done and how I’ve done it: pupils create presentations using
mobile technologies for particular activities, which are recorded and made accessible
on our school website for teachers and parents to see.

¢ Tell me how I could improve this: pupils can share their work in multimedia
formats with peers, teachers or trusted adults to seek comments, evaluative feedback,
assessments of their work and ideas to improve their work.

7.0 Guidelines for Using iPads

e Users must use protective covers/cases for their iPad.

e TheiPad screen is made of glass and therefore is subject to cracking and breaking if
misused. Never drop or place heavy objects (books, laptops, etc.) on top of the iPad.
Only a soft cloth or approved laptop screening solution is to be used to clean the iPad
screen.

¢ Do not subject the iPad to extreme heat or cold.

e Do not store or leave unattended in vehicles.

e Jail breaking is the process which removes any limitations placed on the iPad by
Apple. Jail breaking results in a less secure device and is strictly prohibited.

e In the case of loss, theft or other damage occurring outside of school, users accept full
responsibility to repair, replace or make good the iPad to its original state.

7.1 Acceptable Use of iPads

e Use of the iPad should be considered the same as any other technology tool provided
by the school.

e The user will abide by St. Joseph’s Primary School Online Safety Policy and Pupil
Acceptable Use of the Internet and School-Based Digital Technology Including
Mobile Digital Devices with regard to iPad usage.

e All apps will meet the requirements of St. Joseph’s Online Safety Policy.



The iPad will not be synched or attached to your home or personal computer. Only
school accounts will be used.

Do not use the device to store personal documents such as video or audio material
other than which is directly related to your school needs.

Use of the camera only permitted in line with the Safeguarding and Child Protection
Policy. All images are not allowed to be stored on the device. Images should be
uploaded ASAP to the school network and Google shared documents and deleted
from the device.

You will not remove profiles or restrictions placed on the device.

7.2 Security of iPads

Staff should unsure that:

A four-digit secure passcode is used on the teachers’ devices and this passcode will be
provided when necessary to the school management team.

The passcode of the device is held private to the teacher and classroom assistant and
is not divulged to pupils.

Pupils use the iPad for curricular purposes only in a controlled environment in the
presence of a member of staff.

7.3 Advice on Safeguarding and Maintaining iPads

Should be charged and ready to use in school every day.
When the iPads are charging they will be saving all information onto iCloud.
Any items that are deleted from the iPad cannot be recovered.

The memory space on the iPads, are limited, so only school documents/materials
should be stored.

Each member of staff should know the number of their iPad. A copy of this is held by
the ICT Co-ordinator. It is staff’s responsibility to ensure that the iPad is kept safe
and secure. IPads should only be shared when absolutely necessary and should not be
tampered with in any manner. If an iPad is found unattended, it should be returned
to the ICT co-ordinator.

If the iPad is lost, stolen or damaged, the ICT Co-ordinator should be notified. Ipads
that are believed to be stolen can be tracked through iCloud.
Ipads must be store securely during holiday periods

7.4 Prohibited use of iPads, Smart Phones, iPods etc.

All material on the iPad must adhere to St. Joseph’s Online Safety Policy. Users are
not permitted to send, access, download or distribute offensive, threatening,
pornographic, obscene, or sexually explicit materials.

St. Joseph’s internet/ email accounts may not be used for financial or commercial
gain or illegal activity.

Cameras - users must use good judgement when using the camera on iPads. The user
agrees that the camera will not be used to take inappropriate, illicit or sexually
explicit photographs or videos, nor will it be used to embarrass anyone in any way.
Any misuse of mobile digital devices e.g. camera in toilets or changing room,
regardless of intent, will be treated as a serious violation and will be dealt with in line
with our Safeguarding and Child Protection Policy.



Any misuse of mobile digital devices e.g. smart phones on online group chat forums
will be dealt with in line with our Positive Behaviour Policy. Parents will be informed.
Images of people may only be used with the permission of those in the photograph.
Posting of images/movies taken in school or associated with school in any way on the
Internet into a public forum is strictly forbidden, without the express permission of a
member of the Senior Management Team.

Use of the camera and microphone, by pupils, is strictly prohibited unless permission
is granted by a teacher.

No user may gain access to another user's accounts, files or data.

No user may attempt to destroy hardware, software or data.

Inappropriate media may not be used as a screensaver or background photo.
Presence of pornographic materials, inappropriate language, alcohol, drug or gang
related symbols or pictures will result in disciplinary actions.

Individual users are responsible for the setting up and use of any home internet
connections and no support will be provided for this by the school.

All users should be aware of and abide by the guidelines set out in St. Joseph’s
Primary School Online Safety Policy.

The Principal and Designated Teacher reserve the right to confiscate and search an
iPad to ensure compliance with this Online Safety Policy.



Appendix 1a
St. Joseph’s Primary School

Parents Acceptable Use of Digital Images Agreement

St Joseph’s Primary School, Lisburn

Information for parents about the use of Digital Images in school

At St Joseph’s Primary School we take the issue of child safety very seriously, and this includes the use of digital images
(including video) of pupils. Including images of pupils in school publications and on the school website
(www.stjosephsschool.org) can be motivating for the pupils involved, and provide a good opportunity to promote the work of
the school.

We ask that parents consent to the school taking and using photographs and images of their children. Any use of pupil images at
St Joseph’s Primary School is underpinned by our school’s acceptable child protection policy.

Teachers may take photographs of the children, in school or on trips, for display purposes within the school or church.
Photographs may also be used from time to time in school newsletters, the prospectus, other publications, presentations or on
the school’s website.

It is the school’s policy to allow parents to photograph/video significant events such as the Christmas Play and Sports Day as
long as it would not disrupt the smooth running of the school or be too intrusive.

Parents should be aware of the images they take and where and when they use them. Posting images onto
social websites (e.g. Facebook or Youtube) or using material without the permission of other parents is illegal
and taken seriously by the PSNI. This is our school policy too.

Because St Joseph’s is a successful school, local and/or national media organisations sometimes ask to photograph children.
Visiting organisations may also ask to take pictures of the children taking part in organised activities such as assemblies or
workshops.

Parents are informed of this information annually and to show that they have been notified and have given permission for their
child to be photographed, they are asked to complete and sign the permission slip below and return it to the school.

This year we will continue to use our very successful Twitter account as another form of communication to keep everyone
updated with events in our school. We would like to include photographs of children on our Twitter page so please do consider
ticking the box below to allow us permission to use your child’s image.

REPLY SLIP: Digital Images of Children in St Joseph’s Primary School, Lisburn

I have received information from the school about the taking and use of digital images of children at St Joseph’s Primary
School. I give permission for my child’s photograph/video to be used in the following places (please tick each box):

School Displays Newspaper/Other publications
School Newsletter/Other publications TV

School Website Twitter/Social Media
Name of child:

Name of parent or guardian:

Signature:

Date:



http://www.stjosephsschool.org/




Appendix 2a

St Joseph’s Primary School

Pupil Acceptable Use of the Internet and school-based digital technology
including mobile digital devices

Dear Parents/Carers,

This form relates to the “Pupil Acceptable Use Agreement” which is attached. Keep this cover
note for your own records.

Please read and discuss this agreement carefully with your children and sign the relevant
section attached overleaf to show that you have read, understood and agree to the rules
included in our Acceptable Use Agreement.

Unfortunately, if the agreement is not signed, access will not be granted to school systems.

Digital technologies have become integral to the lives of children and young people, both
within schools and outside school. These technologies are powerful tools, which open up new
opportunities for everyone. These technologies can stimulate discussion, promote creativity
and stimulate awareness of context to promote effective learning. Our pupils have an
entitlement to safe internet access at all times.

This Acceptable Use Agreement is intended to ensure that:

e Our pupils will be responsible users and stay safe while using the internet and other
communication technologies for educational, personal and recreational use.

e St. Joseph’s Primary School systems and users are protected from accidental or
deliberate misuse that could put the security of the systems and users at risk.

e Parents and carers are aware of the importance of online safety and are involved in
the education and guidance of young people with regard to their on-line behaviour.

Best wishes,

Pauline Fleming
Acting Principal
St. Joseph’s Primary School



Appendix 2b

St. Joseph’s Primary School Acceptable Use of the Internet and School-based
Digital Technology, including Mobile Digital Devices
(Foundation and Key Stage 1)

This is how we stay safe when we use computers:

I will ask the teacher or suitable adult if I want to use the computers or ipads

I will log on using my username and password and I will keep it private

I will not access other people’s files without permission

I will only use the computers and iPads for school work and homework

I will only do activities that a teacher or suitable adult has told or allowed me to do
I will take care of the computer and iPads

I will ask for help from a teacher or suitable adult if I am not sure what to do or if I
think I have done something wrong

I will use the internet only when an adult is present

I will not bring a laptop, tablet, smartphone, iPod, memory stick, gaming console to
school without permission

I will tell a teacher or suitable adult if I see something that upsets me on the screen

I know that if I break the rules I will not be allowed to use a computer or iPad.

Pupil Name:

Pupil Signature:

Parent Name:

Parent Signature:

Date:

Please return to your child’s teacher for their records.



Appendix 2¢

St. Joseph’s Primary School Pupil Acceptable Use of Internet and School-based
Digital Technology, including mobile digital devices

Key Stage 2
This is how we stay safe when we use computers:

I will ask the teacher or suitable adult if I want to use the computers or ipads

I will log on using my username and password and I will keep it private

I will not access other people’s files without permission

I will only use the computers and iPads for school work and homework

I will only do activities that a teacher or suitable adult has told or allowed me to do

I will take care of the computer and iPads

I will ask for help from a teacher or suitable adult if I am not sure what to do or if I
think I have done something wrong

I will use the internet only when an adult is present

I will not bring a personal digital device (including laptops, tablets, smartphones,
iPods, memory sticks, gaming consoles) to school without permission

I will tell a teacher or suitable adult if I see something that upsets me on the screen

I know that if I break the rules I will not be allowed to use a computer or iPad.

I will send messages that are polite and responsible. If I send inappropriate messages
or pictures, my parents will be contacted by the school.

I will report any inappropriate material or unpleasant messages

I understand that St. Joseph’s Primary School has full access to my files and monitors
my use of the internet, digital devices and communications

I will not use internet chat rooms in school

I will be aware of ‘Stranger danger’ if I am communicating online

I will not give out or pass on personal information or passwords eg names, addresses.
Email addresses, telephone numbers, age, gender, educational details, financial
details

I will not tamper with any of the settings on the iPad

I will not take photos or videos using the iPad except when I have the permission of
my teacher

Pupil Name:

Pupil Signature:

Parent Name:

Parent Signature:

Date:

Please return to your child’s teacher for their records.






